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Biometric Standards Survey 
 
 
The most important committees working on the standardization regarding biometric technologies are: 
 
• The International Standards Organization (ISO), principally through the works of the following Sub-
Commitees: JTC1/SC17 “Cards & Personal ID”, JTC1/SC37 “Biometrics”, JTC1/SC27 “IT Security” and 
“TC68 “Financial Services”. 
 
• The InterNational Committee for Information Technology Standards (INCITS) is one of the most 
important U.S. focus of standardization in the field of Information and Communications Technologies. 
INCITS is accredited by, and operates under rules approved by, the American National Standards Institute 
(ANSI); INCITS also serves as ANSI's Technical Advisory Group for ISO/IEC Joint Technical Committee 
1. Within INCITS there are three main groups working on biometrics: M1 “Biometrics”, B10 
“Identification Cards and Related Devices” and T4 “Security Techniques” group. 
 
• CEN/ISSS (European Committee for Standardization/Information Society Standardization System) 
established a Focus Group on biometric issues in June 2004, with the objective to improve information 
flow on the current standards environment in the area. The CEN/ISSS Focus Group is a "pre-
standardization" mechanism for producing overview reports on standardization topics in a given area of 
activity. 
 
• Other national commitees. For example in Italy, the National Center for ICT in the Public Administration 
(CNIPA) instituted a focus group on biometrics to estabilish the guide lines for adopting the biometric 
technologies in public administrations. 
 
 
Aside these most important committees, some standards come also from other groups not directly concentrated on 
biometrics, like from the X9 group: the Accredited Standards Committee X9 (ASC X9) has the mission to develop, 
establish, maintain, and promote standards for the Financial Services Industry in order to facilitate delivery of 
financial services and products. Like for INCITS, ANSI approved the scope of activity for the X9 Standards 
Committee.  
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Fig. 1: ISO/IEC Biometric Committees 
 
 
 
Fig 2: USA/International standard biometric organizations 
 
 
In the next paragraphs we will provide a quick survey on the most important standards regarding biometric 
technologies, concentrating mainly in those concerning the smartcard environment. 
During this work, we have concluded that the most important and linked ones are the ISO/IEC 19784-1 (BioAPI), 
the ISO/IEC 19785 part 1 and 2 (CBEFF), the ISO/IEC 19794-2 (Biometric Data Interchange Format) and 
naturally the ISO 7816-11 (Personal verification through biometric methods). These standards can be very useful to 
develop biometric verification through the aid of a smartcard. It has to be remembered also that most of them (like 
ISO 19794, 19785 and 19784) are still under the standardization process. The other paragraph concern other 
standards less directly relating fingerprints or smartcards (like CDSA), or industry de-facto standards (like the Java 
Card™ Biometric API ).  
 
 
 
BioAPI 
 
ANSI/INCITS 358-2002 
 
ISO/IEC FCD 19784-1 (under development) Biometric Application Programming Interface 
 
This specification defines the Application Programming Interface and Service Provider Interface for a standard 
biometric technology interface. BioAPI defines an open system standard API that allows software applications to 
communicate with a broad range of biometric technologies in a common way. As an “open systems” specification, 
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the BioAPI is intended for use across a broad spectrum of computing environments to insure cross-platform support. 
It is beyond the scope of this specification to define security requirements for biometric applications and service 
providers, although some related information is included by way of explanation of how the API is intended to 
support good security practices. BioAPI was developed by the BioAPI Consortium which consists of eighty 
organizations representing biometric vendors, Original Equipment Manufacturers (OEMs), major Information 
Technology (IT) corporations, systems integrators, application developers, and end-users. NIST holds membership 
in the Consortium and is a member of the Steering Committee. BioAPI specifies standard functions and a biometric 
data format which is an instantiation of CBEFF. 
 
There are two different versions of BioAPI. One is an American National Standard (ANSI/INCITS 358-2002, also 
known as BioAPI 1.1). The other is an International Standard (ISO/IEC 19794-1:2005, also known as BioAPI 2.0). 
The BioAPI 1.1 standard contains the same text as the BioAPI 1.1 specification originally developed by the BioAPI 
Consortium. The BioAPI 2.0 standard is a completely new version developed by the international standards 
committee for biometrics within ISO (ISO/IEC JTC1 SC37). 
There are many differences between BioAPI 1.1 and BioAPI 2.0. The old component model of BioAPI 1.1 (which 
can be described in terms of an application interacting with one or more BSPs through a framework) has been 
retained but extended. There are several important new features, but some BioAPI 1.1 features have been removed 
in BioAPI 2.0 for various reasons. In other words, BioAPI 2.0 is the result of a series of simplifications and 
enhancements made to BioAPI 1.1. 
 
 
Introduction 
 
This International Standard, the BioAPI specification provides a high-level generic biometric authentication model 
suited for any form of biometric technology. 
 
An architectural model is described which enables components of a biometric system to be provided by different 
vendors, and to interwork through fully-defined Application Programming Interfaces (APIs). 
 
A key feature of the architecture is the BioAPI Framework component, which supports calls by one or more 
application components (provided by different vendors, and potentially running concurrently) using the BioAPI 
API specification. The BioAPI Framework provides this support by invoking (through a Service Provider Interface, 
SPI) one or more Biometric Service Provider (BSP) components (provided by different vendors, and potentially 
running concurrently) which can be dynamically loaded and invoked as required by an application component. 
 
Interactions (through the BioAPI Framework component) can occur between BSPs from different vendors provided 
data structures used to record information from biometric devices conform to other International Standards, and in 
particular to ISO/IEC 19794. 
 
The final component of the BioAPI architecture is the recognition that a BSP can provide its biometric services 
either: 
 
1. by the use of BioAPI Units that are integral to (or directly managed by) the BSP, or 
2. by invoking, through the BioAPI Function Provider Interface (FPI), one or more Biometric Function 
Provider (BFP) components (provided by different vendors) that manage BioAPI Units that are integral to 
the BFP. 
NOTE: A BioAPI Unit may consist of software only, or a combination of software and hardware (e.g., a 
biometric sensor, archive, or algorithm). 
 
A BioAPI Unit integrated into a BSP (or BFP) may have one or more associated biometric devices which can be 
dynamically inserted and removed from the system. Insertion and removal generates events that can be signalled 
(through the BSP and the BioAPI Framework) to an application. 
 
The BioAPI specification covers the basic biometric functions of Enrollment, Verification, and Identification, and 
includes a database interface to allow an application to manage the storage of biometric records through an archive 
BioAPI Unit managed by a BSP or BFP. This provides for optimum performance (e.g., when performing the 
biometric Identification function within a large population) of the archiving and biometric search processes. 
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The interface to the application provides primitives that allow it to manage the capture of biometric samples from a 
biometric sensor by accessing the corresponding BioAPI Unit, and the use of those biometric samples for 
Enrollment (storage in an application-managed or BSP-managed Biometric Information Record (BIR) database), 
and subsequent Verification, and Identification using the stored records. 
 
This International Standard also specifies the content of a biometric component registry (information about the 
biometric components that have been installed on the biometric system, and on any BioAPI Units that are available 
for use. It also provides a component registry interface for the management and inspection of that registry. 
 
This International Standard uses the C programming language to specify the data structures and function calls that 
form the BioAPI interfaces. 
 
 
The BioAPI Architecture 
 
 
 
 
Fig 3: BioAPI API/SPI Model 
BSP: Biometric Service Provider 
BFP: Biometric Function Provider 
SPI: Service Provider Interface 
 
 
A BioAPI system consists of BioAPI components providing standardized interfaces. Figure 3 shows interactions 
between three sorts of BioAPI components: the BioAPI Framework, applications, and monolithic BSPs. 
 
The API specifies the interface between the BioAPI Framework and a biometric application. The application is 
written to invoke the functions in the API specification. The BioAPI Framework supports the functions in the API 
specification. 
 
The SPI provides the interface between the BioAPI Framework and BSPs. The BioAPI Framework invokes the 
functions in the SPI specification. The BioAPI Framework supports the functions of the SPI specification. 
 
The BioAPI Framework provides for management of BSPs and for the mapping of function calls from an API 
function to an SPI function addressed to the appropriate BSP. 
 
An application can access the functions of a BSP only after the BSP has been loaded and attached. When the 
application no longer requires the use of the BSP, it is detached and unloaded. 
 
An application may load (and attach to) more than one BSP at a time. A BSP may be attached to more than one 
application at a time. 
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Match-On-Card (MOC) with BioAPI 2.0 
 
Biometrics may be used in conjunction with smartcards. One way they are used is for the smartcard to be used as 
the repository for the reference template, providing a secure, portable storage mechanism. This is known as “Store-
on-Card”. 
 
Another way is for the biometric matching to be performed on the smartcard. In this case, the reference template is 
also stored on the card, but also part of the BSP is also instantiated on the card. During a verification operation, the 
processed BIR is sent to the card where it is matched against the reference template stored on the card. The results 
of this match may be returned to the application or used internally to the card to “open” the card to allow access to 
its data or resources (such as access to digital certificates or cryptographic operations). 
 
There are a variety of ways in which the biometric and smartcard components (software and hardware) can interact 
to perform the MOC operation. Figure 4 shows one high-level process flow for such an operation. 
 
 
 
Fig 4: MOC process flow 
 
 
Generally, capture and processing of the biometric data is performed on the host computer (as card capabilities 
increase, these functions may migrate to the card itself). Therefore, the verification operation is usually ‘split’ 
between the host processor and the card processor. 
 
Some MOC implementations require that some portion of information stored in the reference template be retrieved 
by the host for use as input to the capture or process operation. This data is called “prematch data”. 
 
Using BioAPI, the MOC enrollment may be accomplished as follows: 
 
• Biometric application performs a BioAPI_Enroll, with the purpose set to 
MOC_ENROLL_FOR_VERIFICATION_ONLY. 
• The BSP performs the enrollment operation and returns a MOC reference BIR. 
• The application then interacts with the smartcard (possibly through some standard smartcard interface or 
card middleware) to store the BIR on the card. (This generally involves interaction with the MOC 
software/firmware/applet on the card.) 
 
A simple MOC verification may be accomplished as follows: 
 
• The application can initiate a normal BioAPI_Verify with the purpose set to MOC_VERIFY (or a series of 
BioAPI_Capture, BioAPI_Process, and BioAPI_VerifyMatch). 
 
For MOC implementations that require pre-matching, the MOC verification may be accomplished by: 
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• The application retrieves the pre-match data from the card using BioAPI_GetPrematchData, performed by 
the BSP and returning a BIR with a purpose of MOC_PREMATCH. 
• The application initiates a BioAPI_Capture with the purpose set to MOC_VERIFY, which is performed by 
the BSP. 
• The application initiates a BioAPI_ProcessPrematchData using the captured BIR and the pre-match data. 
The BSP performs this operation and returns a processed BIR with a purpose of MOC_VERIFY. 
• The application then uses the processed, MOC_VERIFY BIR in a call to BioAPI_VerifyMatch. 
• The BSP (part on the host) sends the MOC BIR to the card. The part of the BSP (or BFP) located on the 
card uses the MOC BIR and the previously stored reference BIR to execute the MOC verification. 
• The card (through the BSP) returns the match results and takes any other on-card actions it has been 
designed for. 
NOTE: This example MOC implementation requires that the BSP be smartcard aware, contain a direct interface to 
the card (either internally or through one or more BFPs), and support MOC. 
 
BSPs that include smartcard support may do so directly or through FPIs to BFPs. For example: 
1. Storage of BIRs on a smartcard may be done through an archive BFP. 
2. MOC verification may be done through a matching algorithm BFP. 
 
BSPs or BFPs may implement smartcard capabilities in accordance with: 
ISO/IEC 7816 ISO/IEC 7816-11 (FDIS) Information technology – Identification cards - Integrated circuit(s) cards 
with contacts – Part 11: Personal verification through biometric methods 
 
 
 
CBEFF 
 
NISTIR 6529  Common Biometric Exchange File Format 
 
NISTIR 6529-A Common Biometric Exchange Formats Framework 
 
ISO/IEC FCD 19785-1 (under development) 
 Common Biometric Exchange Formats Framework - Part 1: Data element specification 
 
The last specification, the Common Biometric Exchange Formats Framework, is an augmented and revised version 
of the original CBEFF, the Common Biometric Exchange File Format, published in January 2001 as NISTIR 6529. 
This version, NISTIR 6529-A, was developed by the CBEFF team based on the specification approved by the 
Biometrics Interoperability, Performance, and Assurance Working Group (NIST/BC WG) cosponsored by NIST 
and the Biometric Consortium. 
CBEFF has been augmented to incorporate a compliant smart card format, Product ID, and a CBEFF nested 
structure definition. 
 
This International Standard defines the structure of a Biometric Information Record (BIR), a data structure 
containing one or more biometric data blocks (BDB) together with information identifying the BDB formats, and 
possibly further information such as whether a BDB is signed or encrypted; the biometric data block (BDB) is 
instead a block of data with a defined format that contains one or more biometric samples or biometric templates. 
 
The Common Biometric Exchange Formats Framework (CBEFF) promotes interoperability of biometric-based 
applications and systems by specifying a standard structure for biometric information records (BIRs) and a set of 
abstract data elements and values that can be used to create the header part of a CBEFF-compliant BIR. 
The primary purpose of CBEFF is to define abstract data elements (data elements with a set of defined abstract 
values) that are expected to be of general utility as parts of the standard biometric header (SBH) in biometric 
information records. Part 1 of this International Standard defines these data elements. 
CBEFF has a requirement that a CBEFF registration authority exist to assign unique CBEFF identifiers, publish 
them as appropriate, and insure that no conflicts between identifiers occur. Part 2 of this International Standard 
specifies the procedures under which the CBEFF registration authority operates. 
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CBEFF defines the concept of assigning a unique identifier to a biometric organization. A biometric organization is 
any organization, public or private, that requests and receives a biometric organization identifier from the CBEFF 
registration authority. 
CBEFF defines the concept of a CBEFF patron. A CBEFF patron is any biometric organization that produces open 
standards. A CBEFF patron has privileges beyond those of an ordinary biometric organization in that it can define 
and publish the specification of a standard biometric header (SBH) and biometric information 
record (BIR). A CBEFF patron applies for and obtains a biometric organization identification value from the 
CBEFF registration authority. This patron identifier can be, but need not be, used in patron formats. 
A CBEFF patron format is defined for a particular domain of use. A CBEFF patron format is a full bit-level 
specification of encodings that can carry some or all of the values of some or all of the CBEFF data elements 
defined in this International Standard (possibly with additional values determined by the CBEFF patron), together 
with one or more biometric data blocks (BDBs) containing biometric data. An encoding in accordance with a 
CBEFF patron format is called a biometric information record (BIR) and forms the outermost unit of biometric data 
for storage in a database or for interchange between systems or parts of systems. A CBEFF patron may, but is not 
required to, assign a unique (under the patron.s identifier) patron format identifier to any patron formats it 
produces. This patron format identifier can be, but need not be, used in patron formats. 
CBEFF also defines the concept of a CBEFF biometric data block (BDB) format owner. CBEFF BDB format 
owners must register with the CBEFF registration authority to obtain a CBEFF biometric organization identifier. 
A BDB format owner can be a public standards organization (that would, coincidentally, normally qualify as a 
CBEFF patron) or it can be any private organization that has a need to define BDB format specifications, whether 
they are to be published for public use or maintained as proprietary specifications. 
A CBEFF BDB format owner defines one or more BDB formats and assigns a BDB format identifier that 
unambiguously identifies that BDB format within the format owner identifier. CBEFF places no requirements on 
the content and encoding of a BDB except that it be an integral number of octets. A BDB format identifier may, but 
need not, be registered with the CBEFF registration authority. 
A CBEFF biometric organization can also define one or more biometric product identifiers. The product identifier 
unambiguously identifies a biometric service provider (BSP as defined by BioAPI) or biometric transforming 
application within the biometric organization.s identifier.  BSPs and transforming applications can be hardware or 
software products or a combination. A biometric product identifier may, but need not, be registered with the 
CBEFF registration authority. 
This International Standard specifies a simple (CBEFF) BIR structure and a nested (CBEFF) BIR structure, and 
gives the requirements for the specification of a CBEFF patron format using one or the other of these structures. 
This International Standard also specifies transformations of BIRs from one CBEFF patron format into a different 
CBEFF patron format. 
Clause 2 specifies the conformance requirements for CBEFF patrons that define CBEFF patron formats using 
either the simple (CBEFF) BIR structure or the nested (CBEFF) BIR structure, BDB formats, and biometric 
product identifiers, and general requirements for performing transformations. 
 
This International Standard specifies the use of CBEFF data elements by a CBEFF patron to define the content and 
encoding of a standard biometric header (SBH) to be included in a biometric information record (i.e., the definition 
of a CBEFF patron format). A biometric information record (see figure 5) also contains one or more biometric data 
blocks (BDBs), and a possible signature block. The identification of the format of the BDBs in a BIR is provided 
by a CBEFF data element, but the standardisation and interoperability of such formats is not in the scope of this 
International Standard. Algorithms for digital signatures or for encryption are not in the scope of this International 
Standard, but identification of their application to a BIR is supported by a CBEFF data element. Also the protection 
of the privacy of individuals from inappropriate dissemination and use of biometric data, is not in the scope of this 
International Standard 
 
 
 
 
 
Fig 5: The BIR structure 
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The format of the BDB is fully-defined by a CBEFF-registered biometric organization and so is not specified in 
this standard; the 19785-1 is more involved on the SBH specification. The table below (figure 6) is reported from 
NISTIR 6529-A and better specify the SBH fields. 
 
 
 
Fig 6: Standard Biometric Header Fields (Followed by the BDB and the SB) 
 
 
The 19785-1 International Standard defines (in normative annexes) a number of standard CBEFF patron formats 
specified by the CBEFF patron ISO/IEC/JTC1/SC37. Each of them specifies a CBEFF patron format that is 
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considered to be of general utility or that is defined for a specific domain of use (for example, use with ISO/IEC 
19784 - BioAPI, or use in a smart card environment conforming to ISO/IEC 7816). 
 
The most important annex for our scopes is the Annex G (normative) ISO/IEC JTC 1 SC 37 patron format 6 
(ISO/IEC 7816-11, Personal verification through biometric methods) Biometric Information Data Objects for 
Use within Smartcards or other Tokens: its domain of use regards applications using biometrics and tokens 
(such as smartcards conforming to ISO/IEC 7816). It is applicable for both on-card and off-card matching. 
 
 
Biometric information data objects used in case of on-card matching (Annex G) 
 
In ISO/IEC 7816-11: “Personal  verification  through  biometric  methods and  in  ISO/IEC  7816-4: “Organization, 
security and commands for interchange”, are specified the card related issues such as: 
  
• retrieval of information from the card prior to a verification process 
• commands for performing a verification 
• strategies for enrollment 
• security mechanisms e.g. for establishing a trusted channel between the card and the service system 
 
 
With respect to the data objects usable for on-card matching and off-card matching, ISO/IEC JTC1/SC 17 has 
defined a “Biometric Information Template”. A template is, in the ISO/IEC 7816 standards, the value field of a 
constructed data object encoded using ASN.1 BER-TLV. The Biometric Information Template relies on the import 
of data objects specified by ISO/IEC SC 37 in this CBEFF standard. To avoid any conflict in assigning tags for the 
respective data objects, the CBEFF data objects defined in this annex are nested in a constructed data object called 
“Biometric Header Template”. All data objects are in compliance with ISO/IEC 7816 (Part 6 and Part 11). The 
usage of these data objects is described in ISO/IEC 7816-11. 
 
Figure 7 of this standard shows the Biometric Information Template BIT (tag .7F60. as defined in ISO/IEC 7816-
11) relevant for on-card matching. The BIT has the following substructure: 
 
 
1. DOs with tag “80” and “83” as defined in ISO/IEC 7816-11, containing values relevant for interindustry 
commands used for biometric verification as defined in ISO/IEC 7816-4 
2. Biometric Header Template (BHT) with tag “A1” as defined  in  ISO/IEC 7816-11. The tag allocation 
authority for the DOs nested in the BHT is ISO/IEC JTC1/SC37 (default tag allocation authority). 
3. Biometric data objects based on data elements defined in the main part of this standard and relevant for on-
card matching 
4. Biometric data objects which are on-card matching specific and only defined in this annex. 
 
 
NOTE 1: in figure 7 the biometric data block as defined in the main part of this standard is not present, since the 
biometric reference data are stored separately in the card and not in this BIT. The biometric verification data 
(format owner and format type indicated in the DOs with tag “87”  and  “88”)  have  to  be  presented  to  the  card 
using  e.g.  a  VERIFY command. 
 
NOTE 2: in figure 7 no payload is present, since usually access to a payload, if used by the application, is granted 
after successful completion of the biometric verification. The payload may be retrieved using interindustry access 
commands like GET DATA or READ BINARY. 
 
NOTE 3: the outside world (i.e. the IFD) uses format owner / format type for identifying the required structure for 
the verification data. The matching algorithm in the card is addressed by the algorithm reference. 
 
NOTE 4: this DO provides any special parameters of an on-card matching algorithm implementation, e.g. 
maximum number of minutiae expected in the biometric verification data. The content of this DO is defined by the 
format owner (see e.g. ISO/IEC 19794-2). 
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Fig 7: Biometric information data objects used in case of on-card matching 
 
 
 
ISO/IEC FCD 19794-2 (under development) 
 
Biometric Data Interchange Formats - Part 2: Finger Minutiae Data 
 
In the interest of implementing interoperable biometric recognition systems, this ISO/IEC Standard establishes a 
data interchange format for minutiae-based fingerprint capture and recognition equipment. 
This Standard defines specifics of the extraction of key points (called minutiae) from fingerprint ridge patterns. 
Two types of data formats are then defined: one for general storage and transport, one for use in card-based 
systems; the card format has a standard and a compact expression. 
 
The standard is generic, in that it may be applied and used in a wide range of application areas where automated 
fingerprint recognition is involved. The Standard contains definitions of relevant terms, a description of how 
 11 
minutiae points shall be determined; two types of data formats are then defined: one for general storage and 
transport, one for use in card-based systems; the card format has a standard and a compact expression. 
 
A system conforms to this standard if it satisfies the mandatory requirements herein for extraction of minutiae 
points from a fingerprint image as described in Section 6 of the standard and the generation of a minutiae data 
format as described in Section 7 (for general data interchange use) or Section 8 (for use with cards). The card 
formats of this standard are based on the DIN V 66400 standard.  
 
 
Minutiae Extraction (Section 6): 
 
This section defines the placement of minutiae on the fingerprint. Compatible minutiae extraction is required for 
interoperability between different finger matchers for the purposes of matching an individual against a previously 
collected and stored finger record. The interoperability is based on defining the finger minutiae extraction rules, 
record formats and card formats that are common to many finger matchers for acceptable matching accuracy, while 
allowing for extended data to be attached for use with equipment that is compatible with it. 
 
Each minutia point has a “type” associated with it; the following types are distinguished: 
- ridge ending 
- ridge bifurcation 
- other (some points are neither a ridge ending nor a bifurcation). 
 
The minutia location is represented by its horizontal and vertical position. The coordinate system used to express 
the minutia points of a fingerprint shall be a Cartesian coordinate system. Points shall be represented by their X and 
Y coordinates. The origin of the coordinate system shall be the upper left corner of the original image with X 
increasing to the right and Y increasing downward. For the finger minutiae card format, the resolution of the X and 
Y coordinates of the minutia points shall be in metric units. The granularity is one bit per one hundredth of a 
millimeter in the normal format and one tenth of a millimeter in the compact format: 
 
1 unit = 10-2 mm (normal format) or 10-1 mm (compact format). 
 
 
 
 
Fig 8: Minutiae placement 
 
 
Concerning the minutiae angle (figure 8), it is is measured increasing counter-clockwise starting from the 
horizontal axis to the right. The angle coding for the card formats differ for the normal size and the compact size 
formats (see later). 
 
In a matching process, the different minutiae types shall be matched according to the following table (figure 9). 
Matchers may choose to assign lower weights (or importance) to a match of type 00 to 01 or 10, than to a match of 
type 00 to 00, 01 to 01, or 10 to 10. 
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Fig 9: Minutiae Type Matching 
 
 
 
Finger Minutiae Record Format (Section 7): 
 
The minutiae record format shall be used to achieve interoperability between finger matchers providing a one-to-
one verification. The minutia data shall be represented in a common format, containing both basic and extended 
data. With the exception of the Format Identifier and the Version number for the standard, which are null-
terminated ASCII character strings, all data is represented in binary format. There are no record separators or field 
tags; fields are parsed by byte count. 
The organization of the record is as follows: 
 
• A fixed-length (24-byte) record header containing information about the overall record, including the 
number of fingers represented and the overall record length in bytes; 
• A Single Finger record for each finger, consisting of: 
• A fixed-length (4-byte) header containing information about the data for a single finger, including the 
number of minutiae; 
• A series of fixed-length(6-byte) minutia point descriptions, including the position, type, angle and 
quality of the minutia point; 
• One or more “extended” data areas for each finger, containing optional or vendor-specific information. The 
extended data section of the finger minutiae record is open to placing additional data that may be used by 
the matching equipment. The size of this section shall be kept as small as possible, augmenting the data 
stored in the standard minutiae section. The extended data for each finger view shall immediately follow 
the standard minutiae data for that finger view and shall begin with the Extended Data Block Length field. 
More than one extended data area may be present for each finger and the extended data block length field 
will be the summation of the lengths of each extended data segment. The data block length is used as a 
signal for the existence of the extended data while the individual extended data length fields are used as 
indices to parse the extended data. Note that the extended data area cannot be used alone, without the 
standard portion of the minutiae record. While the extended data area allows for inclusion of proprietary 
data within the minutiae format, this is not intended to allow for alternate representations of data that can 
be represented in open manner as defined in this standard. In particular, ridge count data, core and delta 
data or zonal quality information shall not be represented in proprietary manner to the exclusion of the 
publicly defined formats in this standard. Additional ridge count, core and delta or zonal quality 
information may be placed in a proprietary extended data area if the standard fields defined below are also 
populated. The intention of this standard is to provide interoperability. 
 
 
Finger Minutiae Card Format (Section 8): 
 
This standard defines two card related encoding formats for finger minutiae, the normal size format and the 
compact size format. Such a format may be used e.g. as part of a Biometric Information Template as specified in 
ISO/IEC 7816-11 with incorporated CBEFF data objects, if off-card matching is applied, or in the command data 
field of a VERIFY command, if match-on-card (MOC) is applied (see ISO/IEC 7816-4 and -11). 
This format has no “extended” data area. 
 
Normal Size Finger Minutiae Format 
 
With the normal size format, a minutia is encoded in 5 bytes: 
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 - minutia type t (2 bits): 
  00 = other, 
  01 = ridge ending (encoded as valley skeleton bifurcation point), or ridge skeleton end point 
  10 = ridge bifurcation (encoded as ridge skeleton bifurcation point) 
  11 = reserved for future use 
 - coordinate x (14 bits), unit = 10-2 mm 
 - reserved (2 bits), default value: 00 
 - coordinate y (14 bits), unit = 10-2 mm 
 - angle θ (8 bits), unit = 2π/256 
 
Compact Size Finger Minutiae Format 
 
With the compact size format (figure 10), only 3 bytes are used per minutia. This reduction of memory space is 
only possible at the cost of a reduction in resolution of coordinates and angle: 
 
 - coordinate x (8 bits), unit = 10-1 mm 
 - coordinate y (8 bits), unit = 10-1 mm 
 - minutia type t (2 bits): same coding as with the normal size format 
 - angle θ (6 bits), unit = 2π/64 
 
 
 
 
Fig 10: Compact size finger minutiae format 
 
 
General Aspects 
 
The minutiae data of a finger consist of n minutia; the number n depends on: 
 
• the minimum number of minutiae required according to the security level (Annex C of this standard states 
that the recommended minimum number of minutiae required for enrollment is 16 and for verification is 
12). 
• the maximum number of minutiae accepted by a specific card e.g. due to buffer restrictions and computing 
capabilities. 
 
The maximum number of minutiae accepted is therefore an implementation dependent value and shall be indicated 
in the Biometric Information Template, if the default value is not used (Annex C of this standard states that the 
recommended maximum value for enrollment and verification is 60). 
A card may also require a special ordering of the minutiae presented in the biometric verification data. The 
ordering scheme shall be indicated in the Biometric Information Template (see ISO/IEC 19785 and ISO/IEC 7816-
11), if the default value is not used. 
If the number of minutiae exceeds the maximum number processible by a card, truncation is necessary. The 
truncation is a 2 step process. At first, finger minutiae of poor quality are eliminated. If still too many minutiae are 
there, then truncation shall be made by peeling off minutiae from the convex hull of the minutiae set and before 
sorting into the order required by the card. 
The minutiae maximum and minimum number and their ordering are requested through a specific Data Object 
format (figure 11); If this DO is not present in the BIT, the default values apply. 
 
 
 
 
Fig 11: Data Object for the minutiae number 
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CBEFF Format Owner and Format Types (Seciotn 9) 
 
Format owner and format type are encoded according to CBEFF. The format owner is ISO/IEC JTC 1/SC 37. The 
IBIA registered format owner id is “0101”. 
The format type denotes one of the finger minutiae formats according to this standard, see Table in figure 12: 
 
 
 
 
Fig 12: Format types 
 
 
 
ISO 7816-11 
 
Identification cards - Integrated circuit(s) cards with contacts 
Part 11: Personal verification through biometric methods 
 
This standard has been developed as Part 11 of the ISO/IEC 7816 standard. The scope is specifying security related 
interindustry commands to be used for personal verification through biometric methods in integrated circuit cards 
(e.g., smart cards). It also defines data objects to be used with biometric methods. 
The interindustry commands used are defined in ISO/IEC 7816-4. The data objects are partially defined in this 
International Standard, partially imported from ISO/IEC 19785-1. 
ISO/IEC 7816-11 also presents examples for enrollment and verification and addresses security issues. 
 
Commands for verification and authentication defined in ISO/IEC 7816-4 are used for biometric verification. 
Biometric data (e.g. face features, ear shape, fingerprint, speech pattern, voice print, key stroke) may need 
protection against replay or presentation of verification data derived from original biometric data (e.g. a fingerprint, 
a face photo). A method to prevent this kind of attack is to send the verification data to the card with a 
cryptographic checksum or a digital signature applying secure messaging as defined in ISO/IEC 7816-4. 
 
The command to be used for a static verification process (fingerprint) is the VERIFY command (figure 13) as 
specified in ISO/IEC 7816-4. The information to be conveyed is 
• biometric reference data identifier (i.e. the qualifier of the reference data) 
• biometric verification data. 
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The biometric verification data may be encoded as BER-TLV1 data objects. The CLA byte may indicate that the 
command data field is BER-TLV coded (see ISO/IEC 7816-4). For combined biometric schemes, command 
chaining as defined in ISO/IEC 7816-4 may be used. 
 
 
 
 
Fig 13: Use of biometric data with standardised and proprietary structure 
 
 
Biometric information data objects used in case of on-card matching 
 
The Biometric Information Template (BIT in figure 14) provides descriptive information regarding the associated 
biometric data. 
 
Prior to a verification process, information may be retrieved from a card presenting the details to be observed by 
the outside world when performing the verification process. 
 
                                                 
1 BER: Basic Encoding Rules. TLV: Tag-Length-Value. 
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Fig 14: Biometric information data objects in case of on-card matching 
 
 
NOTES 
1. Only those data objects from CBEFF are present, which are relevant for on-card matching. 
2. Additional data object, which is not present in the main CBEFF structure. 
3. In figure 14 the biometric data block as defined in CBEFF is not present, since the biometric reference data are 
stored separately in the card and not in this BIT, and the biometric verification data have to be presented using e.g. 
a VERIFY command. 
4. In figure 14 no payload is present, since usually access to a payload, if used by the application, is granted after 
successful completion of the biometric verification. The payload may be retrieved using access commands like 
GET DATA or READ BINARY. 
5. The outside world (i.e. the IFD) uses format owner / format type for identifying the required structure for the 
verification data. The matching algorithm in the card is addressed by the algorithm reference. 
6. If CBEFF becomes an ISO standard, then the OID of the related ISO standard body is the default value. If the 
OID refers to CBEFF, then the OID of the Computer Security Objects Register (CSOR) at NIST {joint-iso-itu-t (2) 
country (16) us (840) organization (1) gov (101) csor (3)} is used. 
7. This DO provides any special parameters of an on-card matching algorithm implementation, e.g. maximum 
number of minutiae expected in the biometric verification data. The format of this DO is defined by the format 
owner. 
 
The coding and format of the commands for biometric verification which convey the biometric verification data to 
the card, are outlined in ISO/IEC 7816-4. 
 
The verification process (figure 15) starts with the retrieval of the Biometric Information Template e.g. by applying 
the GET DATA command. If IFD and the presented card fit together and the user has presented the related 
biometric object, the verification data have to be computed and delivered to the card by using the VERIFY 
command (see next figure). 
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Fig 15: Commands for verification without secure messaging 
 
 
 
ISO 7816-15  
 
Identification cards - Integrated circuit(s) cards with contacts  
Part 15: Cryptographic information application 
 
PKCS#15 Cryptographic Token Information Format Standard 
 
ISO/IEC 7816-15 specifies a card application. This application contains information on cryptographic functionality. 
Further, ISO/IEC 7816-15 defines a common syntax (in ASN.1) and format for the cryptographic information and 
mechanisms to share this information whenever appropriate. 
A number of data structures have been provided to manage private keys and key fragments, to support a public key 
certificate infrastructure and flexible management of user and entity authentication.  
 
The objectives of this part of ISO/IEC 7816 are to:  
• facilitate interoperability among components running on various platforms (platform neutral);  
• enable applications in the outside world to take advantage of products and components from multiple 
manufacturers (vendor neutral);  
• enable the use of advances in technology without rewriting application-level software (application neutral); 
and  
• maintain consistency with existing, related standards while expanding upon them only where necessary and 
practical.  
 
ISO/IEC 7816-15 supports the following capabilities: 
• storage of multiple instances of cryptographic information in a card;  
• use of the cryptographic information;  
• retrieval of the cryptographic information, a key factor for this is the notion of  “Directory Files”, 
which provides a layer of indirection between objects on the card and the actual format of these objects; 
• cross-referencing of the cryptographic information with DOs defined in ISO/IEC 7816 when 
appropriate;  
• different authentication mechanisms; and  
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• multiple cryptographic algorithms. 
 
This part of ISO/IEC 7816 is based on PKCS #15 v1.1. The relationship between these documents is as follows:  
• A common core is identical in both documents;  
• Those components of PKCS #15 which do not relate to IC cards have been removed;  
• This part of ISO/IEC 7816 includes enhancements to meet specific IC card requirements. 
 
This International Standard does not cover the internal implementation within the card and/or the outside world. It 
shall not be mandatory for implementations complying with this International Standard to support all options 
described. 
 
CIO classes (Cryptographic Information Object) 
 
This part of ISO/IEC 7816 defines four classes of CIOs:  
 
•  cryptographic key information objects;  
•  certificate information objects;  
•  data container information objects; and  
•  authentication information objects.  
 
The logical structure of these CIOs is shown in figure 16. The object class of key information objects has three 
subclasses: private key, secret key, and public key information objects. CIOs inherit attributes from higher-level 
classes, and may be instantiated on cards. 
 
 
 
 
Fig 16: CIO class hierarchy 
 
 
Access restrictions 
Cryptographic data elements can be private, meaning that they are protected against unauthorized access, or public. 
Access (read, write, etc.) to private cryptographic data elements is described by Authentication Information Objects 
(which also includes Authentication Procedures). Conditional access (from a cardholder’s perspective) is achieved 
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with knowledge-based user information, biometric user information, or cryptographic means. Public cryptographic 
data elements are not protected from read-access. 
 
IC card requirements 
 
Cards shall comply with the appropriate parts of ISO/IEC 7816, when using: 
 
• hierarchic logical file systems; 
• direct or indirect application selection; 
• access control mechanisms;  
• read operations; and 
• cryptographic operations. 
 
 
Biometric reference data attributes (ASN.1) 
 
This type, only relevant to cards capable of performing authentications by comparing a stored biometric template 
with a provided biometric reading, contains information about a stored biometric template (figure 17). 
 
 
 
 
Fig 17: Biometric reference data attributes 
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DIN V 66400 (German standard) 
 
Finger Minutiae Encoding Format and Parameters for On-Card Matching 
 
This document specifies a format to encode fingerprint features for the purpose of on-card matching. The defined 
encoding and matching parameters are designed to allow the implementation of applications with high security 
requirements. The standardized coding allows to implement interoperability between different cards and service 
systems. The interoperability is based on defining a finger minutiae format which is an appropriate solution for on-
card matching. This does not exclude the standardization of fingerprint verification mechanisms based on other 
encoding strategies. Guidelines and values for matching and decision parameters are also given in this document. 
Secure messaging functions for the cryptographic protection of the biometric verification data are required but 
outside the scope of this document. 
The card formats of the 19794-2 are based on this standard. 
 
 
 
ISO/IEC FCD 19794-4 (under development) 
 
Biometric Data Interchange Formats - Part 4: Finger Image Data 
 
In the forensic community, the capture and transmission of fingerprint images has been a common choice for the 
exchange of fingerprint information used by Automatic Fingerprint Identification Systems (AFIS) for the 
identification of individuals. However, little to no fingerprint information is being exchanged between equipment 
from different vendors in the biometric user verification and access community. This has been due in part to the 
lack of agreement between vendors on the amount and type of information to capture, the method of capture, and 
the information to be exchanged. 
 
This proposed standard is intended for those applications requiring the exchange of raw or processed fingerprint 
images that may not necessarily be limited by the amount of resources required for data storage or transmitting time. 
It can be used for the exchange of scanned fingerprints containing detailed image pixel information. The standard 
can also be used to exchange processed fingerprint image data containing considerably fewer pixels per inch and/or 
a lesser number of greyscale levels. This is in contrast to the standard formats used for exchanging lists of 
fingerprint characteristics such as minutiae, patterns, or other variants. These formats require considerably less 
storage than a fingerprint image. However, by using any of these formats, information recorded in one standard 
format cannot be used by algorithms designed to operate with another type of information. In other words, minutiae 
data cannot be used by pattern matching algorithms and pattern data cannot be used by minutiae matching 
algorithms. 
 
ISO/IEC 19794-4 specifies a data record interchange format for storing, recording, and transmitting the information 
from one or more finger or palm image areas within an ISO/IEC 19785-1 CBEFF data structure. This can be used 
for the exchange and comparison of finger image data. It defines the content, format, and units of measurement for 
the exchange of finger image data that may be used in the verification or identification process of a subject. The 
information consists of a variety of mandatory and optional items, including scanning parameters, compressed or 
uncompressed images and vendor-specific information. This information is intended for interchange among 
organizations that rely on automated devices and systems for identification or verification purposes based on the 
information from finger image areas. Information compiled and formatted in accordance with ISO/IEC 19794-4 
can be recorded on machine-readable media or may be transmitted by data communication facilities. 
 
Systems claiming conformance with this standard shall be capable of encoding and decoding finger image data and 
the associated parameter data used in the transmitting and/or receiving of fingerprint images as defined by this 
standard. At a minimum, conformance shall require the ability to capture, exchange, and compare interoperable 
fingerprint image information. 
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The biometric data record specified in this standard shall be embedded in a CBEFF-compliant structure in the 
CBEFF Biometric Data Block (BDB). The CBEFF BDB_biometric_organization shall be assigned by the 
International Biometric Industry Association (IBIA) to JTC 1 SC 37 shall be used. This is the sixteen bit value 
0x0101 (hexadecimal 101 or decimal 257). There is one CBEFF BDB_format code assigned to this standard. This 
code shall be included in the CBEFF Header. The associated sixteen-bit CBEFF BDB_format code shall have a 
value of 0x0401. The BDB_PID recorded shall be defined by CBEFF. 
The organization of the record format is as follows: 
 
• A single fixed-length (32-byte) general record header containing information about the overall record, 
including the number of finger/palm images represented and the overall record length in bytes; 
• A single finger record for each finger, view, multi-finger image, or palm consisting of: 
• A fixed-length (14-byte) finger header containing information pertaining to the data for a single or 
multi-finger image; 
• Compressed or uncompressed image data view for a single, multi-finger, or palm image. 
 
The two tables below show an example of the general record header (figure 18) and a finger header (figure 19). 
Assume it originated from a left index finger and that the image was captured using a live-scan device. The image 
has pixel dimensions of 375x625 and will be formatted as uncompressed for the purpose of illustration. 
 
 
 
 
Fig 18: Finger image header record example 
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Fig 19: Finger image header record example 
 
 
 
ANSI/NIST-ITL 1-2000 
 
Data Format for the Interchange of Fingerprint, Facial, & Scar Mark & Tattoo (SMT) Information 
 
On July 27, 2000, ANSI approved ANSI/NIST-ITL 1-2000. This is a revision, re-designation, and consolidation of 
ANSI/NIST-CSL 1-1993 and ANSI/NIST-ITL 1a-1997. The standard specifies a common format to be used to 
exchange fingerprint, facial, scars, mark and tattoo identification data effectively across jurisdictional lines or 
between dissimilar systems made by different manufacturers. NIST has published the document as NIST Special 
Publication SP 500-245. The revision began with a Fingerprint Data Interchange Workshop that was held in 
September 1998. This revision was performed in accordance with the ANSI procedures for the development of 
standards using the Canvass Method. All Federal, state and local law enforcement data is transmitted using the 
ANSI-NIST standard. This standard is a key component in allowing interoperability in the justice community. 
 
This standard defines the content, format, and units of measurement for the exchange of fingerprint, palmprint, 
facial/mugshot, and scar, mark, & tattoo (SMT) image information that may be used in the identification process of 
a subject. The information consists of a variety of mandatory and optional items, including scanning parameters, 
related descriptive and record data, digitized fingerprint information, and compressed or uncompressed 
images. This information is intended for interchange among criminal justice administrations or organizations that 
rely on automated fingerprint and palmprint identification systems or use facial/mugshot or SMT data for 
identification purposes. 
 
This standard does not define the characteristics of the software that shall be required to format the textual 
information or to compress and assemble the associated digital fingerprint image information. Typical applications 
for this software might include, but are not limited to, computer systems associated with a live-scan fingerprinting 
system, a workstation that is connected to or is part of an Automated Fingerprint Identification System (AFIS), or 
an Image Storage and Retrieval system containing fingerprints, facial/mugshot, or SMT images. 
 
Information compiled and formatted in accordance with this standard can be recorded on machine-readable media 
or may be transmitted by data communication facilities in lieu of a fingerprint card, a latent fingerprint, 
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facial/mugshot, or other types of photographs. Law enforcement and criminal justice agencies will use the standard 
to exchange fingerprint, palmprint, or other photographic images and related identification data. 
 
Image-Based Data Interchange Format 
 
ANSI/NIST-ITL 1-2000 specifies four types of fingerprint image records. Type-3 and Type-4 are specifications for 
grayscale fingerprint image records. Type-5 and Type-6 specify binary fingerprint image records.  
Type-3 and Type-4 logical records contain and are used to exchange grayscale fingerprint image data that is 
scanned at no less than the minimum scanning resolution. The resultant transmitting resolution shall be within the 
bounds of the permissible transmitting resolutions for grayscale fingerprint images. The grayscale fingerprint image 
data contained in the Type-3 and Type-4 logical records may be in compressed form.  
Type-5 and Type-6 logical records contain and are used to exchange binary fingerprint image data that is scanned 
at no less than the minimum scanning resolution. The resulting transmitting resolution will be within the bounds of 
the permissible transmitting resolutions for binary fingerprint images. The binary fingerprint image data contained 
in the Type-5 and Type-6 logical records may be in compressed form. 
 
Fingerprint Minutiae Data Interchange Format 
 
ANSI/NIST-ITL 1-2000 defines four identifier characters used to describe minutiae for Type-9 logical records 
(figure 20). Type-9 logical records are used to exchange geometric and topological minutiae information encoded 
from a finger image. 
The four identifiers that characterize minutia are ridge ending, bifurcation, compound minutia (trifurcation or 
crossover), and undetermined. A ridge ending, which is the point where a ridge terminates, is designated as Type A. 
A bifurcation, which is the point where one ridge splits into two ridges, is designated as Type B. A minutia is 
designated as Type C (a compound type) if it is either a trifurcation or a crossover. A trifurcation is a single ridge 
that splits into three ridges, while a crossover results when two ridges intersect. If a minutia cannot be clearly 
categorized as one of the preceding three types, it will be designated as undetermined, which is Type D. 
 
 
 
 
Fig 20: ANSI/NIST-ITL 1-2000 Type-9 logical records 
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ANSI X9.84-2003 
 
Biometric Information Management and Security for the Financial Services Industry 
 
ISO/CD 19092-1 (under development) Financial Services- Biometrics - Part 1: Security Framework 
 
This American National Standards Institute (ANSI) standard was developed by the X9.F4 Working Group of ANSI 
Accredited Standards Committee X9, an ANSI accredited standards organization that develops, establishes, 
publishes, maintains and promotes standards for the financial services industry. X9.84 specifies the minimum 
security requirements for effective management of biometrics data for the financial services industry and the 
security for the collection, distribution and processing of biometrics data. It specifies: (1) the security of the 
physical hardware used throughout the biometric life cycle; (2) the management of the biometric data across its life 
cycle; (3) the utilization of biometric technology for verification/identification of banking customers and 
employees; (4) the application of biometric technology for physical and logical access controls; (5) the 
encapsulation of biometric data; and (6) techniques for securely transmitting and storing biometric data. The 
biometric data object specified in X9.84 is compatible with CBEFF. 
 
The standard has recently been revised to add new capabilities and additional support for cryptographic processing 
of XML markup representations of ASN.1 defined values. Since revision it is now possible to process X9.84 
messages, based on a single ASN.1 Schema, using the ASN.1 Distinguished Encoding Rules (DER) or the 
canonical XML Encoding Rules (cXER). DER is the familiar compact, efficient format in widespread use today in 
many popular security protocols and specifications. Every value of every ASN.1 type encoded in DER has a 
canonical XML markup representation. 
 
The 2003 version incorporates the XML functionality defined by the OASIS XML Common Biometric Format 
(XCBF) Technical Committee and both XCBF and X9.84:2003 rely on the same ASN.1 schema and cryptographic 
processing. 
 
 
OASIS XML Common Biometric Format (XCBF) 
 
The OASIS XML Common Biometric Format (XCBF) Technical Committee has defined a common set of secure 
XML encodings for the patron formats specified in CBEFF, the Common Biometric Exchange File Format 
(NISTIR 6529). 
 
These XML encodings are based on the ASN.1 schema defined in ANSI X9.84:2003 Biometric Information 
Management and Security. 
They conform to the Canonical XML Encoding Rules (CXER) for ASN.1 defined in ITU-T Recommendation 
X.693, and rely on the security and processing requirements specified in X9.96 XML Cryptographic Message 
Syntax (XCMS) and X9.73 Cryptographic Message Syntax (CMS) standards. 
 
Values of the Biometric Information Record (BIR) defined in ANSI/INCITS 358-2002 - Information technology - 
BioAPI Specification that can be represented in the X9.84 biometric object format can also be represented using 
XML markup and secured using the techniques in this standard. 
 
This standard defines cryptographic messages represented in XML markup for the secure collection, distribution, 
and processing, of biometric information. These messages provide the means of achieving data integrity, 
authentication of origin, and privacy of biometric data in XML based systems and applications.  Mechanisms and 
techniques are described for the secure transmission, storage, and integrity and privacy protection of biometric data. 
 
 
 
 
 
 25 
 
AAMVA DL/ID-2000  
 
Fingerprint Minutiae Format/National Standard for the Driver License/Identification Card 
 
The purpose of the American Association for Motor Vehicle Administration (AAMVA) Driver’s License and 
Identification (DL/ID) Standard is to provide a uniform means to identify issuers and holders of driver license cards 
within the U.S. and Canada. The standard specifies identification information on drivers’ license and ID card 
applications. In the high-capacity technologies such as bar codes, integrated circuit cards, and optical memory, the 
AAMVA standard employs international standard application coding to make additional applications possible on 
the same card. The standard specifies minimum requirements for presenting human-readable identification 
information including the format and data content of identification in the magnetic stripe, the bar code, integrated 
circuit cards, optical memories, and digital imaging. It also specifies a format for fingerprint minutiae data that 
would be readable across state and province boundaries for drivers’ licenses. DL/ID-2000 is compatible with the 
BioAPI specification and CBEFF. 
 
Finger Minutiae Record Format 
 
The minutiae record format shall be used to achieve interoperability between finger matchers providing a one-to 
one verification. The minutia data shall be represented in a common format, containing both public and private 
(proprietary) data. With the exception of the Format Identifier and the Version number for the standard, which are 
null-terminated ASCII character strings, all data is represented in binary format. There are no record separators or 
field tags; fields are parsed by byte count. 
All multibyte quantities are represented in Big-Endian format; that is, the more significant bytes of any multibyte 
quantity are stored at lower addresses in memory than (and are transmitted before) less significant bytes. All 
numeric values are fixed-length integer quantities, and are unsigned quantities. 
 
The organization of the record is as follows: 
• A fixed-length (26-byte) record header containing information about the overall record, including the 
number of fingers represented and the overall record length in bytes; 
• A Single Finger record for each finger, consisting of:  
a fixed-length (4-byte) header containing information about the data for a single finger, including the 
number of minutiae;  
a series of fixed-length(6-byte) minutia point descriptions, including the position, type, angle and quality of  
the minutia point; 
• One private data areas for each finger, containing vendor-specific information. 
 
The following figure 21 is a reference for the fields present in the Finger Minutia Record format. 
 
 26 
 
 
Fig 21: Minutia Record Format Summary 
 
 
ISO/IEC JTC1/SC17 N 2497 (under development) 
 
Standard for on-card finger print matching 
 
This document is a proposal for a new work item of the SC17 standardization committee and deals with 
development of a standard that facilitate global interoperability of fingerprint matching where the matching process 
is performed by the smart card and not the reader. It will cover the standardization of data exchange protocol and 
format, standardization of communication of decision process and result parameters. The standard should cover and 
allow the incorporation of fingerprint sensor on the smart card. This work item has been approved in July 2004 and 
it still has to face all the ISO standardization process. 
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Java Card™  Biometric API 
(Java Card™ Biometric API white paper, document: #02-0016, version 1.1) 
 
 
Java Card has benefited from interoperability both at the binary and the Application Programming Interface (API) 
level. Biometric technologies can build on this foundation by way of a high level and biometric neutral on-card API. 
The Java Card Forum has addressed this need with a concise internal application programming interface within the 
Java Card.  
Specifically, this API supports secure biometric Match-on-Card so that sensitive biometric data never leaves the 
card, all while consuming a minimal footprint of memory. This API, as can be seen from figure 22, implements a 
standard interface between applications (applets) asking for biometric funcions (like verification) and different 
biometric service providers on the card; many types of biometric technologies are supported, like fingerprint, iris, 
voice and so on. The white paper describes the requirements, rationale and design of a biometric API for Java Card 
that evolved under the purview of the Java Card Forum Biometric Task Force and the NIST/Biometric Consortium 
Working Group. The Biometric API is presently compliant with the Java Card 2.2, but are not still included by Sun 
in the official specifications; however, several new smartcards adopting Java Card platform are released with this 
API inside, pointing to a de-facto industry standard. 
 
 
 
 
Fig 22: Biometric Applets implementation designs 
  
 
The JC Biometric API consists of three interfaces (figure 23) and two classes to support biometrics. Emulating the 
Java Card PIN API design, it includes the BioTemplate interface for matching and the OwnerBioTemplate interface 
for enrollment. A SharedBioTemplate interface extends BioTemplate with shareability so that a client applet may 
utilize a biometric that is enrolled by a separate biometric manager or server applet. The BioBuilder class is a 
factory for new OwnerBioTemplate objects. The BioException class provides exception types specific to 
biometrics. 
The JC Biometric API is constructed as a Java package containing the Java interfaces and classes.  
 
 
 
 
Fig 23: Interfaces in the Java Card Biometric API 
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FBI Wavelet Scalar Quantization (WSQ) 
 
The Wavelet Scalar Quantization (WSQ) Gray-scale Fingerprint Image Compression Algorithm is the standard for 
the exchange of fingerprint images between law enforcement agencies in the USA and the FBI centralized 
Integrated Automatic Fingerprint Identification System (IAFIS). WSQ is a wavelet transform-based compression 
standard developed by the FBI for compression of digital fingerprint images, and its standardization as a 
compression algorithm is part of the ANSI/NIST “Data Format For The Interchange Of Fingerprint, Facial, and 
Scar/Mark/Tattoo Information” published in 1993 and updated in 2002; the certification number is 45100 issued by 
the US Federal Bureau of Investigation (FBI).  
 
A wavelet is a mathematical function used in compressing images and in digital signal processing. The wavelet 
transform provides a method to deconstruct images or other signals into a superposition of wavelets. This 
decomposition can be used as the starting point of a compression strategy that provides a compressed yet very good 
quality version of an image that takes up as little as one fourth of the space of a JPEG of the image. 
 
The most important benefit of this standard is the reduced file size after compression, keeping at the same time a 
good image quality. It was designed targeting fingerprint images specifically, using their spectral characteristics to 
optimize the compression process. The process is "lossy", meaning that the reconstructed image isn't equal to the 
original; some information are lost. The WSQ algorithm was specially designed to minimize the loss of information, 
so that the reconstructed image be as close as possible to the original; the differences frequently being 
imperceptible.  
 
 
 
Common Data Security Architecture (CDSA) 
http://www.opengroup.org/security/cdsa.htm  
 
The Common Data Security Architecture (CDSA) is a set of layered security services and cryptographic framework 
that provide an infrastructure for creating cross-platform, interoperable, security-enabled applications for client-
server environments. CDSA covers all the essential components of security capability, to equip applications for 
electronic commerce and other business applications with security services that provide facilities for cryptography, 
certificate management, trust policy management, and key recovery. In particular, CDSA is designed for use in 
electronic commerce, communications, and content delivery applications.  
The CDSA architecture is multilayered (figure 24). The bottom service provider modules layer consists of 
cryptographic service providers, trust model libraries, certificate libraries, data storage libraries, and other yet to be 
defined services. The next layer up is the CSSM (Common Security Services Manager) layer, which consists of 
published APIs that applications use to access security features such as cryptographic operations and certificate 
management operations. At the top of the system are security services and applications that are usually written in C, 
C++, and Java. 
CDSA allows application developers to focus on a single API for all security services, instead of a potentially 
conflicting collection of individual APIs from multiple toolkit vendors. 
The CDSA/HRS (Human Recognition Service) API uses the EMM (Elective Module Manager) facilities, provided 
in the CDSA's CSSM, to provide a generic authentication service for CDSA. It provides a high-level generic 
authentication model that is suited to use with any form of human authentication. HRS covers the basic functions of 
Enrollment, Verification, and Identification, and includes a database interface to allow a biometric service provider 
(BSP) to manage the identification population for optimum performance. It also provides primitives which allow an 
application to manage the capture of samples on a client, and the functions of Enrollment, Verification and 
Identification on a server. This API was developed by the BioAPI Consortium, using the earlier work from several 
interest groups and it is based on the BioAPI standard.  
CDSA was developed by the Intel research and development network, but later The Open Group standards group, 
which includes IBM and other industry leaders, adopted it as an open specification in late 1997. So, CDSA is an 
open source security architecture adopted as a technical standard by The Open Group, and it’s also available 
directly from Sourceforge. Apple has developed its own Open Source implementation of CDSA, available as part 
of MacOSX. 
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The CDSAv2.3 Technical Standard (released in May 2000 by The Open Group) is organized into 15 parts, each 
addressing specific aspects of the architecture, and catering for the needs Application Developers, CSSM 
Infrastructure Providers, and Security Service Module Providers.  
 
 
 
 
Fig 24: CDSA architecture layers 
 
 
 
In the table below are reported some biometric ISO documents (some of them yet to be approved as standard). 
  
 
Biometric ISO standards 
Working 
number 
Title 
19784 -1 Biometric Application Programming Interface Part 1: The BioAPI Specification 
19784 -2 Biometric Application Programming Interface Part 2: Biometric Archive Function Provider Interface 
19785-1 Common Biometric Exchange Framework Format - Part 1: Data Element Specification 
19785-2 
Common Biometric Exchange Framework Format - Part 2: Procedures for the operation of the 
biometric registration authority 
19794-1 Biometric data interchange formats Part 1: Framework 
19794-2 Biometric data interchange formats Part 2: Finger Minutiae Data 
19794-3 Biometric data interchange formats Part 3: Finger Pattern Spectral Data 
19794-4 Biometric data interchange formats Part 4: Finger Image Data 
19794-5 Biometric data interchange formats Part 5: Face Image Data 
19794-6 Biometric data interchange formats Part 6: Iris Image Data 
19794-7 Biometric data interchange formats Part 7: Signature/Sign Behavioural Data 
19794-8 Biometric data interchange formats Part 8: Finger Pattern Skeletal Data 
19795-1 Biometric Performance Testing and Reporting - Part 1: Test Principles  
19795-2 Biometric Performance Testing and Reporting - Part 2: Testing Methodologies 
19795-3  Biometric Performance Testing and Reporting - Part 3: Specific Testing Methodologies 
19795-4 Biometric Performance Testing and Reporting - Part 4: Specific Test Programmes 
24708 
Protocol supporting interworking of systems with biometric devices and central servers – Biometric 
Interworking Protocol (BIP)  
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24709-1 BioAPI Conformance Testing – Part 1: Methods and Procedures  
24713-1 
Biometric Profiles for Interoperability and Data Interchange - Part 1: Biometric Reference 
Architecture 
24713-2 
Biometric Profiles for Interoperability and Data Interchange - Part 2: Biometric Based Verification 
and Identification in a Highly Secure Environment 
24714 Cross Jurisdictional and Societal Aspects of Implementations of Biometric Technology 
24722 Multimodal Biometric Fusion 
24745 Information technology - Biometric template protection 
 
 
 
Final Considerations 
 
 
 
Fig 25: Main standards concerning biometric smartcard authentication 
 
 
The most important standards to develop a Match On Card / Template On Card application are illustrated in figure 
25.  
An application uses the BioAPI (ISO 19784-1) functions to authenticate a user to a smartcard; a BSP acquires a 
fingerprint image from the scanner using its proprietary library. Since that the match procedure has to send (MOC) 
or to retrieve (TOC) some data from the card, the BSP must use PC/SC interface to communicate with the 
smartcard reader. 
Commands sent to the smartcard have to be 7816-11 compliant. The biometric reference template must conform to 
the CBEFF structure (ISO 19785-1) and the embedded minutiae structure has to follow the ISO 19794-2 guidelines. 
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